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Test Oracles



Software Testing (软件测试)

q Assuring that a system, program or program module is suitable for 
the purpose for which it was built.

q Examining the artifacts and the behavior of the software under test 
by verification and validation.
Ø Are we building the product right? (verification)
Ø Are we building the right product? (validation)

q Dijkstra’s Law: Testing can only be used to show the presence of 
errors, but never the absence of errors.



软件测试中的术语

4

!"#$%&'()*)%&'%+)'+",-./0 1%+)'2'3'*//4
5''66'788.&)(9':8'*// %('+"$$');/0<'="$$>0%+)./7?&.!)%0+
66'.$(.'/.)"/+');.'+",#./'08'0&&"//.+&.('08'@'%+'*//
%+)'&0"+)'A'@B
80/'1%+)'% A'CB'% D'*//E$.+F);B'%GG4
5
%8'1*// 2'% 3'AA'@4
5
&0"+)GGB
H
H
/.)"/+'&0"+)B
H

Fault: Should start 
searching at 0, not 1

Test 1
[ 2, 7, 0 ]
Expected: 1
Actual: 1

Test 2
[ 0, 2, 7 ]
Expected: 1
Actual: 0

Error: i is 1, not 0, on 
the first iteration
Failure: none

Error:  i is 1, not 0
Error propagates to the variable count
Failure: count is 0 at the return statement

Fault : A static defect in the software.
Failure : External, incorrect behavior with respect to the requirements of the expected behavior.

Error : An incorrect internal state that is the manifestation of some fault.



Software Fault and Failure Model (软件错误模型)

• Reachability

• Infection

• Propagation

• Revealability

Test

Fault

Incorrect 
Program State

Test Oracles

Final Program State

Observed Final 
Program State

Reaches

Infects

Propagates Reveals

Incorrect 
Final State

Observed Final 
Program State
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Test 1
[ 2, 7, 0 ]

Test

Fault

Test Oracles

Final Program State

Observed Final 
Program State

Reaches

Propagates
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Test 1
[ 0, 2, 7 ]

Test

Fault

Incorrect 
Program State

Test Oracles

Final Program State

Reaches

Infects

Propagates Reveals

Incorrect 
Final State

Observed Final 
Program State



软件测试的挑战在哪里?



Test

Fault

Incorrect 
Program State

Final Program State

Reaches

Infects

Propagates

Incorrect 
Final State

• High coverage

& diversity

• Redundant

• Illegal 

软件测试的挑战一:测试数据的设计



test_input :=   event *
event :=   action ( view , text )  |   ...
action :=   click |   edit |   drag | …
view :=   Button | TextField | ...
text := anyString

GUI Apps

Compilers



Test Oracles

Final Program State

Reveals

Incorrect 
Final State

Observed Final 
Program State

软件测试的挑战二:测试预⾔的构造和判定

• How to specify?

• How to check?



test_input :=   event *
event :=   action ( view , text )  |   ...
action :=   click |   edit |   drag | …
view :=   Button | TextField | ...
text := anyString

GUI Apps

Compilers

P’ ≡ compile(P)?

?



软件测试的两大挑战

测试数据的设计 (Input Generation)
&

测试预⾔的构造和判定
(Oracle Construction & Checking)



软件测试的两大挑战

测试数据的设计 (Input Generation)
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测试预⾔的构造和判定
(Oracle Construction & Checking)



Techniques for Input Generation

KLEE
(符号执⾏)

EvoSuite
(基于搜索
的测试)

AFL
(模糊测试)
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软件测试的两大挑战

测试数据的设计 (Input Generation)
&

测试预⾔的构造和判定
(Oracle Construction & Checking)



Techniques for Oracle Construction and Checking

KLEE
(符号执⾏)
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(基于搜索
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(模糊测试)

Search-based
Testing

(基于搜索的测试)

Symbolic
Execution

(符号执⾏)

Combinatorial
Testing
(组合测试)

1957 19761975 20132009

Sapienz
(基于搜索
的测试)

…

…

20101990 1998 2000 20172005

Dynamic
Symbolic
Execution

(动态符号执⾏)

Fuzz Testing
(模糊测试)

Model-based
Testing

(基于模型的测试)

* First proposed, Became popular.



Techniques for Oracle Construction and Checking

KLEE
(符号执⾏)

EvoSuite
(基于搜索
的测试)

AFL
(模糊测试)

Search-based
Testing

(基于搜索的测试)

Symbolic
Execution

(符号执⾏)

Combinatorial
Testing
(组合测试)

1957 19761975 20132009

Sapienz
(基于搜索
的测试)

…

…

20101990 1998 2000 20172005

Dynamic
Symbolic
Execution

(动态符号执⾏)

Fuzz Testing
(模糊测试)

Model-based
Testing

(基于模型的测试)

* First proposed, Became popular.
Crash、Unhandled Exceptions、

Denial of Service、Memory leaks、
Buffer Overflows……



Techniques for Oracle Construction and Checking
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Testing

(基于性质的测试)



Techniques for Oracle Construction and Checking
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软件测试中的Oracle问题



System Under Test (SUT)Input Output

Correct?

Test oracle (测试预⾔)
Mechanism to decide whether a test output is correct or not.

Test Oracle

Some slides are borrowed and adapted from “Metamorphic Testing 20 Years Later: A Hands-on Introduction”
by Sergio Segura, Zhi Quan Zhou, ICSE 2018, Technical Briefing.



Scientific  
calculations Artificial intelligence Simulation and  

modelling

Oracle problem
Sometimes it is not feasible to check the correctness of a test output.

Oracle Problem



{e,g,h,t,x,z}shortestPath(G,s,d)

G

Source= s  
Destination=d

Oracle Problem - Examples



Oracle Problem - Examples



Metamorphic Testing (蜕变测试)



Metamorphic Testing (蜕变测试)

Tsong Yueh Chen, Shing Chi Cheung, and Siu Ming Yiu. 1998. Metamorphic testing: A new approach for generating next test cases. Technical Report HKUST-
CS98-01. Hong Kong University of Science and Technology, Hong Kong.

q An approach to both input generation (测试数据⽣成) and test
result validation (测试结果验证)

q A central element is a set of metamorphic relations (蜕变关系),
which are necessary properties (必要性质) of the target function or
algorithm in relation to multiple inputs and their expected outputs
(多个输⼊和输出之间的关系)



{e,g,h,t,x,z}shortestPath(G,s,d)

G

Source= s  
Destination=d

Metamorphic Testing - Examples



Graph G  
Source s  
Destination d

shortestPath(G,s,d) shortestPath(G,d,s)

Source test case Follow-up test case

|shortestPath(G,s,d)|
=

|shortestPath(G,d,s)|

{e,g,h,t,x,z}

Graph G  
Source d  
Destination s

{z,x,g,e}

Metamorphic Testing - Examples

Source test case => seed test case (seed test/seed) ;
Follow-up test case => mutant test case (mutant test/mutant)



Q1= “Software”

Source test case Follow-up test case

Q2 = “Software”, size=large

If Q2 ≡ Q1 AND size=large  then 
Count(Q2) ≤ Count(Q1)

Metamorphic Testing - Examples



x1

o1

P

x2

0.97

P

Metamorphic  
relation

R (x1,x2,o1,o2)

Source test case

o2

Follow-up test casen

Follow-up test case2  

Follow-up test case1

Metamorphic Testing - Examples



Metamorphic Testing Process



1 Identification of metamorphic relations.

4 Checking of metamorphic relations.

Metamorphic Testing Process

3 Generation of follow-up test cases.

2 Generation/Selection of source test cases.



Metamorphic Testing Process

根据领域知识手工分析识别

自动随机生成/
复用现有tests

自动生成

自动验证

1 Identification of metamorphic relations.

4 Checking of metamorphic relations.

3 Generation of follow-up test cases.

2 Generation/Selection of source test cases.
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Metamorphic Testing Process

根据领域知识手工分析识别

自动随机生成/
复用现有tests

自动生成

自动验证

1 Identification of metamorphic relations.

4 Checking of metamorphic relations.

3 Generation of follow-up test cases.

2 Generation/Selection of source test cases.



Metamorphic Testing -- State-of-the-Art





Metamorphic Testing – State-of-the-Art



1998 - 2018
84 case studies

Metamorphic Testing – State-of-the-Art

2018-2023年：物体识别系统、⾃然语⾔处理模型、数据库管理软件、编译器、⾃动驾驶模块、
移动Apps、领域特定软件（如Datalog分析引擎、SMT求解器）、硬件处理器等。



蜕变测试的探索案例



System Settings in Android



System Settings in Android



System Settings in Android



System Settings in Android



System Settings in Android



System Settings in Android



System Settings in Android



Apps and notifications

Developer

Display

Accessibility

Network and connect Other

Sound

Location and securityBattery



Apps and notifications Battery

Developer

Display

Accessibility

Network and connect Other

Sound

Location and security



A QQ-Mail Bug

• Consequence:
cannot delete a to-do task

• Root cause:
Fail to properly handle the
calendar permission

• Status:
Confirmed and fixed



Consequences of System Setting-related
Functional Bugs

Consequence Type Description #Defects

Crash App crashes 315

Disrespect of setting changes Do not reflect setting changes, e.g.,
untranslated texts or incomplete translations when 
the system language is changed.

218

Problematic UI display GUI display issues 197

Function failure Function cannot work, e.g., app stuck, black screen, 
infinite loading, and unable to refresh.

197

Total 1074
* We analyzed 1074 setting issues from 180 popular, well-maintained Android apps on GitHub



Consequence Type Description #Defects

Crash App crashes 315

Disrespect of setting changes Do not reflect setting changes, e.g.,
untranslated texts or incomplete translations when 
the system language is changed.

218

Problematic UI display GUI display issues 197

Function failure Function cannot work, e.g., app stuck, black screen, 
infinite loading, and unable to refresh.

197

Total 1074

Consequences of System Setting-related
Functional Bugs

functional
bugs

⇒ 70.7% of setting defects are non-crashing functional bugs

* We analyzed 1074 setting issues from 180 popular, well-maintained Android apps on GitHub



How to usemetamorphic testing to find such
system setting-related non-crashing functional bugs?



Metamorphic Relations for Setting Defects

• MR1: If a given system setting is changed and later restored, 
Þ an app’s behaviors (functionalities) should keep consistent 

=



A QQ-Mail Bug

• Consequence:
- cannot delete a to-do task

• Root cause:
- Fail to properly handle the
calendar permission

• Status:
- Confirmed and fixed



Inbox
Star Mail

test@qq.com

Allow QQ Mail 
to access your 

calendar ?

DENY ALLOW

QQ Mail

1 2 3 4 5 6 7

8 9 10 11 12 13 14

15 16 17 18 19 20 21

22 23 24 25 26 27 28

29 30

group meeting

.

Calendar

Delete

Cancel

Event Details
group meeting

1 2 3 4 5 6 7

8 9 10 11 12 13 14

15 16 17 18 19 20 21

22 23 24 25 26 27 28

29 30

group meeting

.

Calendar

Delete

Cancel

Event Details

group meeting

Follow-up Test :
(cannot delete 
calendar event)

Source Test :
(can delete 
calendar event)

Contacts
File Transfer
Calendar

Inbox
Star Mail

QQ Mail
My Inbox

My Tool

Contacts
File Transfer
Calendar

Inbox
Star Mail

QQ Mail
My Inbox

My Tool

Calendar
Camera
Contacts
Location
Microphone
Phone
Storage

System Setting
Permission

1 2 3 4 5 6 7

8 9 10 11 12 13 14

15 16 17 18 19 20 21

22 23 24 25 26 27 28

29 30

Calendar

𝑒𝑐: Revoke Permission 𝑒𝑢: Allow Permission

1 2 3 4 5 6 7

8 9 10 11 12 13 14

15 16 17 18 19 20 21

22 23 24 25 26 27 28

29 30.

Calendar

group meeting

4,500,000,000+ 
installations in major 

app markets

QQ Mail GUI inconsistency



𝑒1ℓ1 ℓ2 …… ℓ𝑖 ℓ𝑖+1
𝑒𝑖 …… ℓ𝑛 ℓ𝑛+1

𝑒𝑛

𝑒1ℓ!1 ℓ′2 …… ℓ′𝑖 ℓ′𝑖+1
𝑒𝑖 …… ℓ!𝑛 ℓ!𝑛+1

𝑒𝑛

𝑒1ℓ!1 ℓ′2 …… ℓ′𝑖
𝑒𝑖

⟨𝑒𝑐, 𝑒𝑢⟩

Source	test	case:

Follow-up	test case	
(w/o	setting	issue):

Follow-up	test case
(w/ setting	issue):

⟨𝑒𝑐, 𝑒𝑢⟩

𝑒 — a GUI event 

ℓ — a GUI layout

𝑒𝑐 — changes a given setting 

𝑒𝑢 — restores the setting.

Our Approach



𝑒1ℓ1 ℓ2 …… ℓ𝑖 ℓ𝑖+1
𝑒𝑖 …… ℓ𝑛 ℓ𝑛+1

𝑒𝑛

𝑒1ℓ!1 ℓ′2 …… ℓ′𝑖
𝑒𝑖

⟨𝑒𝑐, 𝑒𝑢⟩

Source	test	case:

Follow-up	test case
(w/ setting	issue):

∃𝑒!. 𝑒!. 𝑤 ∈ ℓ𝑖 ∧ 𝑒!. 𝑤 ∉ ℓ′𝑖

𝑒 — a GUI event 

ℓ — a GUI layout

𝑒𝑐 — changes a given setting 

𝑒𝑢 — restores the setting.

𝑒. 𝑤 — target widget of GUI event

Inconsistency

Our Approach



Metamorphic Relations for Setting Defects

• MR1: If a given system setting is changed and later restored, 
Þ an app’s behaviors (functionalities) should keep consistent 

=



Metamorphic Relations for Setting Defects

• MR1: If a given system setting is changed and later restored, 
Þ an app’s behaviors (functionalities) should keep consistent 

• MR2: If a given system setting is changed but not restored
Þ an app’s behaviors (functionalities) should show differences

=

≠



SetDroid: Setting-wise Metamorphic Fuzzing

B A

(1) Get GUI layout 

(2) Randomly 
choose an event

(3) Execute event (3) Execute event

(a) Test Executor

(c) Oracle 
Checker

(b) Setting Change 
Injector

(d) Bug Report 
Reducer Bug reports

GUI layout

Event to be 
executed

Workflow of Our Approach



Results: Bug Finding in Open-source Apps



ü Selected 26 apps
ü Detected 42 bugs in 24 apps



ü Selected 26 apps
ü Detected 42 bugs in 24 apps

ü 32/42 are functional bugs



Results: Bug Finding in Industrial Apps



A QQ-Mail Bug

• Consequence:
- cannot delete a to-do task

• Root cause:
- Fail to properly handle the
calendar permission

• Status:
- Confirmed and fixed



A WeChat Bug

• Consequence:
- User video/audio is leaked

• Root cause:
- Fail to properly handle pop-up window
permission
- Galaxy A6s, HuaWei nova 5 Pro

• Status:
- Confirmed and fixed



A WeChat Bug

视频电话的发起方 视频电话的接收方



Lessons Learned



Metamorphic Testing (蜕变测试)

Tsong Yueh Chen, Shing Chi Cheung, and Siu Ming Yiu. 1998. Metamorphic testing: A new approach for generating next test cases. Technical Report HKUST-
CS98-01. Hong Kong University of Science and Technology, Hong Kong.

q An approach to both input generation (测试数据⽣成) and test
result validation (测试结果验证)

q A central element is a set of metamorphic relations (蜕变关系),
which are necessary properties (必要性质) of the target function or
algorithm in relation to multiple inputs and their expected outputs
(多个输⼊和输出之间的关系)



Metamorphic testing requires good knowledge of the problem  domain.

Lesson learned

Problem  
knowledge

Lessons Learned

Lesson learned



MR1

MR2

MR3

Different metamorphic relations can have different fault-detection  
capability.

Lessons Learned

Lesson learned



MR1

MR2

MR3

Metamorphic relations should be diverse so they exercise different  
parts of the program.

Lesson learned

Lessons Learned



SUT

SUT SUT

SUT SUT

Lessons Learned

Two common approaches for the construction of metamorphic  
relations: input-driven vs output-driven

Lesson learned



SUT SUT
=

≡

⊆

≤

Lessons Learned

Two common approaches for the construction of metamorphic  
relations: input-driven vs output-driven

Lesson learned

≠



MR1 + MR3 + MR6

MR1 MR2 MR3 MR4

MR5 MR6 …. +

Lessons Learned

Metamorphic relations can be combined.

Lesson learned



SUT SUT
MR1

SUT SUT SUT
MR2 MR3 MR4

Lessons Learned

Metamorphic relations can be combined.

Lesson learned



Property-based Testing(基于性质的测试)



Revisit the Oracle Problem

Asortalgorithm (which sorts a list of numbers)

void testSort()
{

int [] list_a = [5, 4, 2, 7, 0, 1];
int [] output = sort(list_a);
int [] expected_output = [0, 1, 2, 4, 5, 7];
assertEquals(output, expected_output);

}

Example-based Oracles (Assertions)



Revisit the Oracle Problem

Asortalgorithm (which sorts a list of numbers)

Metamorphic Oracles

void testSortMetamorphic(int [] list)
{

int [] permutatedList = permutate(list);
int [] output1 = sort(list);
int [] output2 = sort(permutatedList);
assertEquals(output1, output2);

} Are metamorphic oracles enough?



Revisit the Oracle Problem

Asortalgorithm (which sorts a list of numbers)

@given(some.lists(some.integers()))
void testSortProperty(int [] list)
{

int [] sorted_list = sort(list);
for(int i=0; i<=len(sorted_list)-1; i++)

assertTrue(sorted_list[i] <= sorted_list[i+1])
}



Revisit the Oracle Problem

Asortalgorithm (which sorts a list of numbers)

@given(some.lists(some.integers()))
void testSortProperty(int [] list)
{

int [] sorted_list = sort(list);
for(int i=0; i<=len(sorted_list)-1; i++)

assertTrue(sorted_list[i] <= sorted_list[i+1])
}

Property



Revisit the Oracle Problem

Asortalgorithm (which sorts a list of numbers)

@given(some.lists(some.integers()))
void testSortProperty(int [] list)
{

int [] sorted_list = sort(list);
for(int i=0; i<=len(sorted_list)-1; i++)

assertTrue(sorted_list[i] <= sorted_list[i+1])
}

Random Input Generator



Revisit the Oracle Problem

Asortalgorithm (which sorts a list of numbers)

Conditions

@given(some.lists(some.integers()))
void testSortProperty(int [] list)
{

if (len(list) >= 100)
return; 

int [] sorted_list = sort(list);
for(int i=0; i<=len(sorted_list)-1; i++)

assertTrue(sorted_list[i] <= sorted_list[i+1])
}



Revisit the Oracle Problem

Asortalgorithm (which sorts a list of numbers)

Property-based Testing!

Conditions

@given(some.lists(some.integers()))
void testSortProperty(int [] list)
{

if (len(list) >= 100)
return; 

int [] sorted_list = sort(list);
for(int i=0; i<=len(sorted_list)-1; i++)

assertTrue(sorted_list[i] <= sorted_list[i+1])
}

Random Input Generator

Property => Assertions



Property-based Testing (基于性质的测试)

• The term property-based testing originate from "Property-Based Testing: A
New Approach to Testing for Assurance" by Fink and Bishop (SE Notes 1997)

• The approach was popularized by the work "QuickCheck: A Lightweight Tool
for Random Testing of Haskell Programs" by Claessen and Hughes (ICFP 2000)



Property-based Testing (基于性质的测试)

• The term property-based testing originate from "Property-Based Testing: A
New Approach to Testing for Assurance" by Fink and Bishop (SE Notes 1997)

• The approach was popularized by the work "QuickCheck: A Lightweight Tool
for Random Testing of Haskell Programs" by Claessen and Hughes (ICFP 2000)

• Property-based testing fundamentally depends on being able to write
abstract assertions that are effectively specifications.



Property-based Testing (基于性质的测试)

where x, y, z, ... are input variables, and f is a function that we are testing. condition is a
predicate that returns true if some property is true for x, y, z, ..., while property is a test
oracle that returns true if the some property holds true between the inputs in x, y, z, ... and
the output of the program f(x, y, z, ...).



Property-based Testing Pattern

1 Generating random inputs

4 Shrinking the counter-example input to obtain the minimal one

3 Checking whether a property holds on those inputs

2 Ensuring the condition holds

自动生成随机输入

自动检查前置条件是否满足

自动检查性质是否成立

自动约减反例

(如何产⽣有效的测试输⼊？)

(性质从哪⾥来？怎么刻画和检查？)



Property-based Testing -- State-of-the-Art



Many Implementations for PBT

https://en.wikipedia.org/wiki/QuickCheck
https://hypothesis.works/articles/quickcheck-in-every-language/
https://github.com/ksaaskil/introduction-to-property-based-testing



PBT frameworks

• QuickCheck
(Haskell)

• junit-quickcheck
(Java)

• Hypothesis
(Python)

• FuzzTest
(C/C++)

…



PBT frameworks --- Example
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a run-length encoding system
https://en.wikipedia.org/wiki/Run-length_encoding
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• QuickCheck
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…
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PBT frameworks --- Example

• QuickCheck
(Haskell)

• junit-quickcheck
(Java)

• Hypothesis
(Python)

• FuzzTest
(C/C++)

…

Property-based Tests

a run-length encoding system
https://en.wikipedia.org/wiki/Run-length_encoding



Successful Applications of PBT
Web Apps

Web Service APIs

Scratch Programs

Java SDK library

Robot OS

Mobile Apps



基于性质测试的探索案例



Data Manipulation Functionalities (DMF)

• DMFs are prevalent in mobile apps, which perform the CRUD 
operations (create, read, update, delete) to handle app-specific data.



Data Manipulation Functionalities (DMF)

• DMFs are prevalent in mobile apps, which perform the CRUD 
operations (create, read, update, delete) to handle app-specific data.
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A “Rename” Function for app data “Folder”



Data Manipulation Functionalities (DMF)

• DMFs are prevalent in mobile apps, which perform the CRUD 
operations (create, read, update, delete) to handle app-specific data.

• Ensuring the correctness of these DMFs is fundamentally important 
for many core app functionalities. 

• The bugs related to DMFs are named as data manipulation errors, 
DMEs), are prevalent but difficult to find. 



A Real Example of DME



Create Folder

（a) （d)（c)（b)

Create a folder 
"old-name"

(a)~(d)



Create Folder

（a) （h)（g)（f)（e)（d)（c)（b)

Create a folder 
"old-name"

(a)~(d)

Add a file in folder 
"old-name" 

(d)~(h)



Create Folder

（a) （h)（g)（f)（e)（d)（c)（b)

Create a folder 
"old-name"

(a)~(d)

Add a file in folder 
"old-name" 

(d)~(h)

Switch to the root directory 
of internal storage

(h)~(j)

（i)（j)



Create Folder

（a) （h)（g)（f)（e)（d)（c)（b)

Create a folder 
"old-name"

(a)~(d)

Add a file in folder 
"old-name" 

(d)~(h)

Switch to the root directory 
of internal storage

(h)~(j)

Search folder 
"old-name"

(j)~(l)

（i)（j)（k)（l)

Search Folder



Create Folder

（a) （h)（g)（f)（e)（d)（c)（b)

Create a folder 
"old-name"

(a)~(d)

Add a file in folder 
"old-name" 

(d)~(h)

Switch to the root directory 
of internal storage

(h)~(j)

Search folder 
"old-name"

(j)~(l)

Rename folder "old-name" 
to "new-name"

(l)~(o)

（i)（j)（k)（l)（m)（n)（o)

Rename Folder Search Folder



Create Folder

（a) （h)（g)（f)（e)（d)（c)（b)

Create a folder 
"old-name"

(a)~(d)

Add a file in folder 
"old-name" 

(d)~(h)

Switch to the root directory 
of internal storage

(h)~(j)

Search folder 
"old-name"

(j)~(l)

Rename folder "old-name" 
to "new-name"

(l)~(o)

Renaming fails and "test.txt" is not 
visible under "old-name" folder

(p)

（p) （i)（j)（k)（l)（m)（n)（o)

Rename Folder Search Folder



Prevalence of DMEs

0
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AnkiDroid Amaze WordPress K9-mail

DMF unrelated non-crashing bugs DMF related non-crashing bugs

*Bugs are collected from the issue repositories of these apps on GitHub from August 2018 and July 2021.

DMEs (leading to non-crashing functional failures)Other functional bugs



How to use property-based testing to find such
data manipulation errors?



How to Specify the Properties of DMFs?



How to Specify the Properties of DMFs?

An app property ϕ of some functionality F can be specified as:

v E denotes F in the form of an event trace 
v Pre is the precondition that must hold before execution of E
v Post is the postcondition defining the effect on the app state after executing E

𝜙 =⟨Pre, E, Post⟩



How to Check the Properties of DMFs?

When an app property ϕ of some functionality F is specified as:

𝜙 =⟨Pre, E, Post⟩



Using Pre- and Post-Conditions

Does test 
input satisfy 

pre-
condition?

Run test with 
input

Does test 
result satisfy 

post-
condition?

Yes
Test passes

Test fails

Go to next 
test

No

Yes

No



How to Check the Properties of DMFs?

When an app property ϕ of some functionality F is specified as:

𝜙 =⟨Pre, E, Post⟩



How to Check the Properties of DMFs?

When an app property ϕ of some functionality F is specified as:

vGenerate many random inputs (random UI event traces in our context) to check 𝜙.
If some input satisfying Pre but fasifying Post after executing E, a DME is found.

𝜙 =⟨Pre, E, Post⟩

Let s be some app state, s ⊨ Pre and sʹ= E(s), if sʹ⊭ Post, then 𝜙 is violated.



How to Effectively Check the Properties of DMFs?

• Randomly interleave the relevant DMFs on the shared app data  (with other possible random

events) to exhibit diverse app states. 



• Randomly interleave the relevant DMFs on the shared app data  (with other possible random

events) to exhibit diverse app states. 

App
Data

Create Delete
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Read/
Search

How to Effectively Check the Properties of DMFs?



• Randomly interleave the relevant DMFs on the shared app data  (with other possible random

events) to exhibit diverse app states. 

• Use an abstract data model to simulate the data update effect of 𝐸, thus facilitating property 

checking; and use the consistency between the app data and UI layouts to check the property.

App
Data

Create Delete

Update
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Search
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• Randomly interleave the relevant DMFs on the shared app data  (with other possible random

events) to exhibit diverse app states. 

• Use an abstract data model to simulate the data update effect of 𝐸, thus facilitating property 

checking; and use the consistency between the app data and UI layouts to check the property.

App
Data

Create Delete

Update
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Actual
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Actual
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App Data

How to Effectively Check the Properties of DMFs?



• Randomly interleave the relevant DMFs on the shared app data  (with other possible random

events) to exhibit diverse app states. 

• Use an abstract data model to simulate the data update effect of 𝐸, thus facilitating property 

checking; and use the consistency between the app data and UI layouts to check the property.

App
Data

Create Delete

Update
Read/
Search

Actual
App Data

Actual
UI Page

Recorded
App Data

ϕ=⟨Pre, E, Post⟩

ϕ=⟨Pre, E, R, Post⟩

How to Effectively Check the Properties of DMFs?



Create Folder

（a) （h)（g)（f)（e)（d)（c)（b)

Create a folder 
"old-name"

(a)~(d)

Add a file in folder 
"old-name" 

(d)~(h)

Switch to the root directory 
of internal storage

(h)~(j)

Search folder 
"old-name"

(j)~(l)

Rename folder "old-name" 
to "new-name"

(l)~(o)

Renaming fails and "test.txt" is not 
visible under "old-name" folder

(p)

（p) （i)（j)（k)（l)（m)（n)（o)

Rename Folder Search Folder



Create Folder

（a) （h)（g)（f)（e)（d)（c)（b)

（p) （i)（j)（k)（l)（m)（n)（o)

Rename Folder Search Folder



（a)

Abstract 
data model:

Actual
app state:

𝓓𝒂
{}

𝑳a

𝑫𝒂
{}



Create Folder

（a) （d)（c)（b)

Abstract 
data model:

Actual
app state:

𝓓𝒅
{“old-name”}

𝑳a 𝑳d

𝝓CREATE.R

𝝓CREATE.E

𝑫𝒅
{“old-name”}

𝓓𝒂
{}

𝑫𝒂
{}



Create Folder

（a) （h)（g)（f)（e)（d)（c)（b)

（i)（j)

𝓓𝒅
{“old-name”}

𝓓𝒂
{}

𝑳a 𝑳d

𝝓CREATE.R

……

……

𝝓CREATE.E

Abstract 
data model:

Actual
app state:

𝑫𝒅
{“old-name”}

𝑫𝒂
{}



Create Folder

（a) （h)（g)（f)（e)（d)（c)（b)

（i)（j)（k)（l)

Search Folder

𝓓𝒅
{“old-name”}

𝓓𝒍
{“old-name”}

𝓓𝒂
{}

𝑳a 𝑳d

𝝓CREATE.R

𝑳l

……

……

𝝓CREATE.E

𝝓SEARCH.R

𝝓SEARCH.E

Abstract 
data model:

Actual
app state:

𝑫𝒅
{“old-name”}

𝑫𝒍
{“old-name”}

𝑫𝒂
{}



Create Folder

（a) （h)（g)（f)（e)（d)（c)（b)

（p) （i)（j)（k)（l)（m)（n)（o)

Rename Folder Search Folder

𝓓𝒅
{“old-name”}

𝓓𝒍
{“old-name”}

𝓓𝒐
{“old-name”}

𝓓𝒂
{}

𝑳a 𝑳d

𝝓CREATE.R

𝑳l 𝑳o

𝝓UPDATE.R

……

……

𝝓CREATE.E

𝝓SEARCH.R

𝝓SEARCH.E 𝝓UPDATE.E

Abstract 
data model:

Actual
app state:

𝑫𝒅
{“old-name”}

𝑫𝒍
{“old-name”}

𝑫𝒐
{“new-name”}

𝑫𝒂
{}



Workflow of Our Approach

*abstract data model



Evaluated Open-source and Industrial Apps

ü Selected 20 apps
ü 17 open-source apps
ü 3 industrial apps



Bug Finding Results on the Apps

* We found 30 bugs, 29 of which are DMEs (22 are non-crashing failures, and 7 are crashing ones).



Lessons Learned



Property-based testing requires specifying the interested properties of
the software under test for validation.

Lesson learned

Specifying
Properties

Lessons Learned

Lesson learned



Strengths of PBT

§ PBT can generate a large volume of tests with minimal 
human oversight and cost.

§ PBT encourages us to make our assumptions explicit by 
defining properties.

§ PBT can find things that a human tester does not think of.



Challenges of PBT

§ PBT’s input domain is not systematic, so it is unlikely to test edges
cases like boundary values unless explicitly told to, and is unlikely to
achieve good coverage of the software unless specifically guided.

§ PBT only tests the properties that it is given, which are (usually)
partial properties. While specifying test oracles that are complete is
possible, it is uncommon.

§ Side-effects, dependencies, performance, …



Metamorphic testing (MT) is a special case of Property-based testing (PBT).

Lesson learnedMT v.s. PBT

Lessons Learned

Lesson learned



MT v.s. PBT

PBT

MT



MT is one special form of PBT

PBT

MT



There are five approaches to specifying the properties for PBT,
and different properties have different fault revealing abilities.

Lesson learned
Insights

Lessons Learned

Lesson learned



How To Specify It (Property)!
qValidity Testing
“Every operation should return valid results.”
qPostconditions
“Postconditions relate return values to arguments of a single call.”
qMetamorphic Properties
“Related calls return related results.”
qInductive Testing
“Inductive proofs inspire inductive tests.”
qModel-based Properties
“Abstract away from details to simplify properties.”
*https://johanneslink.net/how-to-specify-it

https://johanneslink.net/how-to-specify-it/
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总结和思考

•如何利⽤领域知识解决Oracle问题？

• 如何针对复杂软件和系统构造蜕变关系？如何针对复杂软件和系
统构建基于属性的测试框架？

•如何将有效的测试⽤例设计技术与上述Oracle技术结合？

•如何以更好的⼈机交互⽅式解决Oracle问题？





System Setting-related Defects Data Manipulation (CRUD) Errors


