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Background

Taint Analysis is an application of Information Flow Analysis

Information Flow Analysis enforce a security policy

* [Confidentiality] secret data does not leak to non-secret
places

* [Integrity] High-integrity data is not influenced by low-
integrity data

Theoretical Foundation of Information Flow Analysis
* Security Type model based on latticell : (sc, &)
* Non-inference [2]

[1] Denning DE. A lattice model of secure information flow. Communications of the ACM, 1976, 19(5): 236-243.
[2] Goguen JA, Meseguer ). Security policies and security models. In: Proc. of the’82 IEEE Symp. on Security and
Privacy. IEEE. 1982. 1-11.



Background

* Taint Analysis
o ST RS IO A AT 4% S it o0 A I B OR3P B 7 B A AR
PERH .
- Theoretical Foundation
* Model: (SC, =) where SC = { Tainted, Untainted }
o WRAE B MTainted BB 1) =L FE LS Untainted KRB AR &, T4
T3 £ Untainted 28 Y 1) 2048 20U Tainted 28 1Y
o WK Tainted 281 1A B A% i 21 B B0 R X BB {5 Bt Bk i, B
B IRE S BRSO .

[1) £5E, B8, B0, SR V5 s 0 M BRI IR PRANSE RN . 8274k, 2017, 28(4): 860—882



Background

e Taint Analysis Approaches

 Static Explicit Taint Propagation Analysis
Data Flow

e IDynamic Explicit Taint Propagation Analysis | | bPased

e Static Implicit Taint Propagation Analysis Control Elow

based

* Dynamic Implicit Taint Propagation Analysis



The Heartbleed Vulnerability!!

2 /* Allocate memory for the response, size is 1 byte

3 * message type, plus 2 bytes payload length, plus

4 * payload, plus padding

5 */

6 buffer = OPENSSL malloc( 1 + 2 + payload + padding );
7 bp = buffer;

8

9 *bp++ = TLS1_HB_RESPONSE;
10 s2n( payload, bp );
11

12 /* pl: the point of the payload string

13 * payload: the length of the payload string

14 * pl and payload come from request

15 */

16 memcyp( bp, pl, payload );

17 bp += payload;

18

19 RAND_pseudo_bytes( bp,padding );

20 r = ssl3 write bytes(s, TLS1 RT_HEARTBEAT, buffer, 3 + payload + padding);

[1] PHEWT el B, XIAZERE. R H AT sek. AR H A, 2021.



The Heartbleed Vulnerability

pl ———————
strlen(pl) = 6 — Received Heartbeat Request
payload = 21 2121?22 ?2|°? in the memory
S|IE|C|RJE]|T
K| E]Y
buffer —>

bp




The Heartbleed Vulnerability

pl
strlen(pl) = 6
payload =21

Received Heartbeat Request
in the memory

memcpy

Response buffer in the memory




The Heartbleed Vulnerability

pl
strlen(pl) = 6
payload =21

Received Heartbeat Request
in the memory

memcpy

Response buffer in the memory

;,?{
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The Taint Analysis Solution

| — . :

trlen(p) p6 Dlelmlolol1 Received Heartbeat Request in
strlen(pl) =
sayload = 21 12221212 the memory

S|E|C|R|E]|T

<l ely WA WMy

memcpy

DIE|M|O]O0]1 Response buffer in the memory

? 202212

S|E|C|R|E]|T _

el Tainted ? Alert : send .ﬁ
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Key Concepts

* Taint Source (75 fJ5)
o PFTRFEIBERIEEE TR E: REH . RO SRS
o MEFIAMAEEIE SN ZEIREN RS
 Taint Sink (75 &)
o AT AR ALE, e Xeess B2 S U RS 83w 152 m
o MREFL AL R HURERAE (F I 20 70 B0 ) Bl ik s SR 8 21 8 7 (0 I
AR R )
* Taint Propagation Analysis(i5 S A& 3% #7)
o MR ETE SRS NP 2 SRR A 20 0 T A T LR AR HE BT AR
o Vo RALIETRRS: 2 TN S B E 2 B TS 4ok R
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Exercise

//... extra code
String userName = usernameText.toString();

String pwd = passwordText.toString(); I |:> Taint Source
String smsPwd = "leaked" + pwd;

String smsMessage = "User: " + userName + "| Pwd: " + smsPwd;
SmsManager smsManager = SmsManager.getDefault();
smsManager.sendTextMessage("+86 1234",null, smsMessage,null,null);
String sanitizedPwd = Encrypt(smsPwd);

String encryptSmsMessage = "| Pwd: " + sanitizedPwd;
//... extra code
}
* Question

1. Where should be set as taint sink?

2. How does the taint data be propagated?

13



Exercise

1.
2.

//... extra code

String userName = usernameText.toString();

s, AString pwd = passwordText.toString(); I |:> Taint Source
/ tring smsPwd = "leaked" + pwd;

String smsMessage = "User: " + userName + "| Pwd: " + smsPwd;

- ==

SmsManager smsManager = SmsManager.getDefault();
\ smsManager.sendTextMessage("+86 1234",null, smsMessage,null,null); I
M String sanitizedPwd = Encrypt(smsPwd);

String encryptSmsMessage = "| Pwd: " + sanitizedPwd; : ] .
Taint Sink

//... extra code

—> Taint propagation

= = =>» Taint sanitizer

Question

Where should be set as taint sink?
How does the tainted data be propagated?

14



Big Picture

o Taint Analysis Approaches
e General Process

 Static and Dynamic Analysis Approaches

15



The General Process
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The General Process

* Stepl: Identify Taint Source and sink

* [No general techniques] different system models/program

languages/taint objectives...
 [Who] User (Manual) /Taint Tools (Automatic)

e [How]

1. [ERBEATRIRE: EREERI/IMEFMANERSRA TR 8UE, RTFHIA
NXEHIEE et 2SR EEUE

2. TRIEEANFREFERNAPISEEZERZIERE, FITIRCENCRR

3. (ERFIENEFEIFABMBIREFIRS S RIERLCRR

17



The General Process

e Step 2: Taint Propagation Analysis

4 Approaches

I N =

Static Explicit Taint Propagation Analysis
Dynamic Explicit Taint Propagation Analysis
Static Implicit Taint Propagation Analysis

Dynamic Implicit Taint Propagation Analysis

| Data Flow

based

_ Control Flow

based

18



The General Process

e Step 2: Taint Propagation Analysis
4 Approaches

1. Static Explicit Taint Propagation Analysis

| Data Flow
based

19



Static Explicit Taint Propagation Analysis

[VEEA] fEAIBAT HEAMESACRSRIHTIR &, 385 0 A e AL & 18] B2

S W 28 RAS I s 5E 5 s A% 3k 275 i

D51 e RS al b R 220

[BAR] R0 s A 4 mb d 2 A 2 o A Tr) e A e e e R s

AU 53 M

L ARYERE A AR B0 P e R A TR I (call graph)

2. FERREUN B SR EURIARIE A [F] FRE PR R AT HAR I B i 1%
ot ELERME ARl ek B GRE) T P AR 4k 44 (48
Gkiziis
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Static Explicit Taint Analysis Example

void demoMethod(){
DataClass a = new DataClass();

int b = source();

int c = b + 10;
foo(a,a,c);

}
@ vfg;“Foo(DataCIass x, DataClass y, int z)A
x.al = z;
Leaked !
}
A Java Code Example
* Question

1. If the code written in C/C++, does the tainted data still be leaked?

21



The General Process

e Step 2: Taint Propagation Analysis
4 Approaches

2. Dynamic Explicit Taint Propagation Analysis

| Data Flow
based

22



Dynamic Explicit Taint Propagation Analysis

(VLA R i T iR, i Seit W 38 e 35 s B 7e 2 s v

AR RA I FL BE 5 TS REAR IR 27 AME,  EL s 5 Uk

[AF 5] — kil de 4

[HR]

1. N1 RBERT R — M5 Bt (tainted tag/mark) AR 25 4% H A7
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The Taint Analysis Solution

| — . :

trlen(p) p6 Dlelmlolol1 Received Heartbeat Request in
strlen(pl) =
sayload = 21 12221212 the memory

S|E|C|R|E]|T

<l ely WA WMy

memcpy

DIE|M|O]O0]1 Response buffer in the memory

? 202212

S|E|C|R|E]|T _

el Tainted ? Alert : send .ﬁ

24



Factors Considered in DTA Design

Taint Granularity Taint Propagation Policy
Dynamic Taint Analysis Tool



Factors Considered in DTA Design

* Taint Granularity
 DTA B RS MBS B AL
- ARLFE I DTAIB ER 27 4728/ N A7 B — A 2 TS B b id s
- FARLE FIDTAIE FR R 1 & S bR e 915 =
- FORLFE IIDTAE BR A - 2 B bR id TS A
o BB DTAR AR 14 A0 e
o FATRLEEAE N—FAT R, BTz H
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Taint Granularity Example

oOofoj1j0(1|1j0(1(&|0|0[0]O0

@ bit N5 S

0{0]10(0]0|12[0]O0

O(0(1({0(1(1{0|1|&|0[0|0]O0

@ byte {5 riki &

010]0]]0[O0O[2]10]O0




Factors Considered in DTA Design

* Taint Color
o [ESOADRRIEFEAME R SR ICONTE AL BTG RIRES,
i HARRE V5 Rk 5 R
o [T RINEEATS AT AN E R BT
o [P BUAR] R E S T AT RS B

o DRG] TN RORLIE
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Factors Considered in DTA Design

o DLFHNTE RRER RS

o HREEFNREWIRICATE A, M4 REsEEAE R,
0WHITH, 1i54

o H X s aEt, AT EZEITE? b1y, nl
PIAFE 2 /05 SR ? 2557 Bdie?

- 35 255 X 5l — AN AR & R ) 52 22 AN AN [R5 Gl i) 52 )

- — % H FH 8 Eiff,0x01, 0x02,0x04, 0x08, 0x10,0x20, 0x40, 0x80,
et “FEALER” A MR 2 5 X 415 el 2 i
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Factors Considered in DTA Design

* Taint Propagation Policy

* A propagation policy describes how taint markings should
be propagated during execution.

e Given a statement s, the taint markings for the data
produced by s (produced data) are some function
(mapping function) of the taint markings associated with
the data that affects the outcome of s (affecting data)

- produced data: identified unambiguously

- mapping function
} different ways in which to identify affecting

- affecting data data and define the mapping function

30



Factors Considered in DTA Design

Taint Propagation Policy Example (byte with 2 colors)!!]

N O 0 RIERsR
=1 = -
HFizHE

a b

Iﬁ
1

vor | [EIEIRIE]

A
i
A
98]
C

c=a®b o |l | M RB

RB

RB
c=a+b | odd | (NN [5]8]

c=ada XOr RB RB.RB

c=a<<6b shl .

o
A
A

c=a<<b shl .

(1) FHEHG 2B, XA, T, AR AT, 2021. 31



Taint Propagation Policy!1]

program

stmt s

exp e

b
Qu

value v

stmr*

var = exp | store(exp, exp)
| goto exp | assert exp
| if exp then goto exp

else goto exp

load(exp) | exp Oy exp | Ou exp
| var | get_input(src) | v

typical binary operators
typical unary operators

32-bit unsigned integer

Table I: A simple intermediate language (SIMPIL).

Context Meaning

by Maps a statement number to a statement

! Maps a memory address to the current value
at that address

A Maps a variable name to its value

pc The program counter

L The next instruction

Figure 2: The meta-syntactic variables used in the execution
context.

[1] E. J. Schwartz, T. Avgerinos and D. Brumley, "All You Ever Wanted to Know about Dynamic Taint Analysis and Forward
Symbolic Execution (but Might Have Been Afraid to Ask)," 2010 IEEE Symposium on Security and Privacy, Oakland, CA, USA,
2010, pp. 317-331, doi: 10.1109/SP.2010.26..
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Taint Propagation Policy

taint t

value

T|F
(v, 1)

TA

Th

Maps variables to taint status

Maps addresses to taint status

Table II: Additional changes to SIMPIL to enable dynamic

taint analysis.

Component Policy Check
Pinput () Poincheck(*); Pmemcheck(-) | T

Peonst () F

Punop(t), Passign(t) t

Proinop (t1,t2) t1 V to

Prnem (ta; to) t,
Peondcheck (te,ta) g
Pgotocheck (ta) —tq

Table III: A typical tainted jump target policy for detecting
attacks. A dot (-) denotes an argument that is ignored. A
taint status is converted to a boolean value in the natural
way, e.g., T maps to true, and F maps to false.

33



Taint Propagation Policy

v is input from src T I
Tps Tas ps A = get_input(sre) | (v, Pinput(sre)) INPUT Ty Tas s A F v b (v, Peonst () “LONST
Tu, Ta, i, A Fell (vt
T-VAR po T 1 AL T-LOAD
Tus TAs oy A Fvar L (Alvar], Ta[var]) Tus T, 1, A F1oad e | (p[v], Pmem (£, 74[v]))

T}MTAHU‘:A Fe ‘U <U’t>

T-UNOP
Tus TA Hy AFQueldl <<>uvaPun0p(t)>

T[,J.;TA;,/-L)AFEI ‘U’(TJI)tI> T‘LLyTAypuﬂAFEZ ‘U’<v2:t2> PbinCheCk(tlthJIUljvzjOb) :T
T,LLaTAapJa A F €1<>b€2 ‘U’ <’U1<>b7)2, Pbinop(tla t2)>

T-BiNoP

Tus Tas p, A e (v, t)  A'= Alvar «+— v] 7A = Ta[var < Passign(t)] ¢ = X[pc+ 1]
Ty TAy 2y by A, pe,var i= e ~ 7y, Th, 2, pu, Al pe+ 1,1

T-ASSIGN

L= E[PC + 1] Pmemcheck(tlz t2) =T
Tus TAs [y AF €1 U‘ <Ulz tl) Tus TAS My Ak €2 U‘ <U27 t2> ‘LL[ = ,LL[’Ul — U?} TL - Ty.['Ul — Pmem(tlat‘z:)}
Tus TA, 5, Jy A, pe, store(er, e2) ~ 7, Ta, X, i1, Ay pe + 1,1

T Tas s A el (1,t) = X[pe+1]
Ty TA, 2, f1, A, pe, assert(e) ~» T, Ta, 2, (1, A, pe+ 1,0

T-STORE

T-ASSERT

T Tas s A el (Lt) 7u,7a, 0, AF e U (v1,t2)  Peondcheck(t1,t2) =T ¢ = X[v,] —
Tu, TA, 2, 11, A, pe, if e then goto e; else goto ex ~ 7, Ta, 2, 11, A, v1, -1 OND

Ty Tas s A el (0,t1) 7y, 7a, 1, AF ez b (va,t2)  Peondcheck(t1,t2) =T ¢t = X[vo] TFC
Tus TAS 2, 1, A, pe,if e then goto ey else goto ey ~ 7, TA, 2, f1, A, U9, L ~H-OND

T, Ta, iy A el (v1,t)  Pgotocheck(t) =T ¢ = X[v1]

T-Goto
Tuy TA E: s A,pc, goto ¢ ~= Tus TA 27 s Aa U1,

Figure 5: Modified operational semantics of SIMPIL that enforce a taint policy P. T denotes true.
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The General Process

e Step 2: Taint Propagation Analysis
4 Approaches

3. Static Implicit Taint Propagation Analysis

4. Dynamic Implicit Taint Propagation Analysis

_ Control Flow

based

35



Implicit Taint Analysis Example

- [T ] DirsREtEI B G R EH TE R

void demoImplicitTaint(int a)
int X,y;

if (a > 10) Taint source
x =1;

else a Implicitly controls x
X = 2¢

y = 10;

System.out.println(x)1——-» Leaked!

System.out.println(y);

Under-taint!



Implicit Taint Propagation Policy [

* Given b, as a conditional branching statement that
decides whether a statement s, may be executed
- the values that affect b,’s outcome may affect the
value of the data modified by s,, the taint markings
associated with b.’s source operands must be

combined and associated with s,’s destination

operands

[1] James Clause, Wanchun Li, and Alessandro Orso. 2007. Dytan: a generic dynamic taint analysis framework. In Proceedings

of the 2007 international symposium on Software testing and analysis (ISSTA ‘07. 37



An Implicit Taint Analysis Approach

e Postdominator Treell

* Given two nodes m and n in a CFG, n postdominates m,
denoted as n pdom m or pdom(m) = n iff

all directed paths from m to exit contain n

* Given two nodes m and nin a CFG, n immediately
postdominates m, denoted as n ipdom m or ipdom(m) =n
iff n pdom m and there is no node o such that n pdom o
and o pdom m.

[1] James Clause, Wanchun Li, and Alessandro Orso. 2007. Dytan: a generic dynamic taint analysis framework. In Proceedings
of the 2007 international symposium on Software testing and analysis (ISSTA ‘07. 38



An Implicit Taint Analysis Approach

 Postdominator Tree (Cont.)

« A pdom tree for a CFG is a rooted tree such that
1. it has the same set of nodes as the CFG
2. itsrootis the exit node
3. each node immediately postdominates its direct descendents in
the tree.
* Given two nodes m and nin a CFG, nis control dependent
on m iff

1. Thereis a path P from m to n with any node o in P (excluding m
and n) postdominated by n

2. m s not postdominated by n.

39



An Implicit Taint Analysis Approach

* Control flow Based Taint Propagation

 When the execution reaches a conditional branching statement br, (1)
computes a set taint that contains the combination of the taint
markings for br’s source operands and (2) add to a set S a pair < br,
taint >.

 When the execution reaches ipdom(br), where br is a conditional
branching statements, it removes from S all pairs < x, y > such that x is
equal to br.

* When a statement st is executed and S is not empty, it adds, for each
pair<x,y>ins§S, the taint markings in y to the set of taint markings to
be combined and associated to st’s destination operands

40



An Implicit Taint Analysis Approach

1 void demoImplicitTaint(int a){ . )
2 int X,y; II!I IHHI
3 if (a > 10){
LT OIS
5 }
6 else{
A ojojololo
8 }
10 System.out.println(x); 9-11 e
11 System.out.println(y);
12 } Y

exit

CFG Pdom Tree

4T demolmplicitTaint(20) 75 AL FE L FE -
Init: S= ¢ = Line3: S ={<3, {ta}>} =2 line4: S = {<3, {ta}>} ,<x, {ta}>} =2 line9:
ipdom(3) S = {<x,{ta}>}

41



Over-taint

o {5RAMER R EL 21 TG AR R E Y BN [ R i is G a) il
(over-taint)

o WA FEAE NG AR SOEATTS AR IR

void demoOverTaint(){

int a = source();

int x =0, y=0, z=0; /iﬁ%ﬁ‘]f‘%%ﬁ*ﬁ

int w = a + 10; 1) a==10"+aifHE,

if (a == 10){ MR E sink-x— X B R] %5 HY
X = 1; 2) a>10&&a<=13

}else if(a > 10 && w <= 23)9 — *ETESink-yﬂ%%}?Eﬁ(ﬁ%Hj
y = 2; 11, 12, 13

}else if(a < 10)- 3) a< 10*E5I:ESink-ZE/MEZEI%
Z = 3; o HRINER N, TP EEAN

} VE TG RAEHE 7 3

sink(x,y,z);

| @
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Big Picture

o Dynamic Taint Analysis Framework
e Libdft!!]
* Dytanl?]

[1] https://www.cs.columbia.edu/~vpk/research/libdft/
[2] https://github.com/behzad-a/Dytan
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Shadow Memory

* The memory area that is used to store taint tags which is
maintained by a DTA tool

 There is another special memory area used to store taint tags
of CPU Registers only

Visual Memory Shadow Memory
1A 1]1fof1
== g 25 A
= Abit 2% 6] AL
DE Bk
ofolofololol 11 roBDDI1]
\ ofolofolololol1
8t ofofofolololofo
ofofololoJo[1]o |

& Abyte TS [H]

[1] £k T 1) — B R Py A IR TR 298 SSBEBORBE 7T [D). JEHURSE, 2011 "



The DyTAN Frameworkm

<dytan—config>
<sources>
<source type='’network’’>
<host>*</host>
<port>*</port>
</source>

B
Configuration

</sources>

: Instrumented U
<propagation> " : Sef
<E§§&E§{.}f§n‘§‘é‘.fé‘é‘?l';n“.?mnaw> Executable < provided

(and libraries)

<sinks>
<sink>
<id>36</id>
<location type=’’instruction’’>
<instruction="’ret’’ />

library

Executable
(and libraries)

<instruction=’"'jmp’’ />
</location>
<action=’’validate —absence’’ />
</sink>
</sinks>
</dytan—config>

CF & DF
90% -
[7]DF Full
80% - A EDF no IM
[lli DF no AG
70% - M DF Direct
60% -
50% -
40% -
30% |
20% -
10% -
0%

Firefox (1 page) Firefox (3 pages)

[1] James Clause, Wanchun Li, and Alessandro Orso. 2007. Dytan: a generic dynamic taint analysis framework. In Proceedings
of the 2007 international symposium on Software testing and analysis (ISSTA '07). 45



Big Picture

o Typical DTA Applications

* Protocol Reverse

* Fuzz Testing

46



Protocol Reverse

[1] Jiayi Jiang, Xiyuan Zhang, Chengcheng Wan, Haoyi Chen, Haiying Sun and
Ting Su. BinPRE: Enhancing Field Inference in Binary Analysis Based Protocol
Reverse Engineering. In Procs of ACM CCS 2024. Salt Lake City, U.S.A., 2024.

» Code released on github (https://github.com/ecnusse/BinPRE.qit)

47


https://github.com/%20ecnusse/%20BinPRE.git

Protocol Reverse

[2] Yuyao Huang, Hui Shu, Fei Kang, and Yan Guang. 2022. Protocol Reverse-
Engineering Methods and Tools: A Survey. Comput. Commun. 182, C (Jan 2022),
238-254.

[3] Juan Caballero, Heng Yin, Zhenkai Liang, and Dawn Song. 2007. Polyglot:
automatic extraction of protocol message format using dynamic binary analysis.
In Proceedings of the 14th ACM conference on Computer and communications
security (CCS '07).

[4] Dawn Song, David Brumley, Heng Yin, Juan Caballero, lvan Jager, Min Gyung
Kang, Zhenkai Liang, James Newsome, Pongsin Poosankam, and Prateek Saxena.
2008. BitBlaze: A New Approach to Computer Security via Binary Analysis. In
Proceedings of the 4th International Conference on Information Systems
Security (ICISS '08). Springer-Verlag, Berlin, Heidelberg, 1-25.



Fuzz Testing

[1] Tielei Wang, Tao Wei, Guofei Gu, and Wei Zou. 2011. Checksum-Aware
Fuzzing Combined with Dynamic Taint Analysis and Symbolic Execution. ACM
Trans. Inf. Syst. Secur. 14, 2, Article 15 (September 2011), 28 pages.

[2] Vijay Ganesh, Tim Leek, and Martin Rinard. 2009. Taint-based directed
whitebox fuzzing. In Proceedings of the 31st International Conference on
Software Engineering (ICSE '09). IEEE Computer Society, USA, 474—-484.

[3] Shuitao Gan, Chao Zhang, Peng Chen, Bodong Zhao, Xiaojun Qin, Dong Wu,
and Zuoning Chen. 2020. GREYONE: data flow sensitive fuzzing. In Proceedings
of the 29th USENIX Conference on Security Symposium (SEC'20). USENIX
Association, USA, Article 145, 2577-2594.



Summary

* Taint Analysis is an application of Information Flow Analysis by
tracking the use of tainted data

* Taint analysis approaches can be classified into two categories:
static and dynamic, according to whether executing the
program or not

* There are three steps in a taint analysis process: identify taint
source and sink, taint propagation analysis and taint delete

* Taint propagation policies specify how the taint mark should
be calculated when executing a certain instruction. Different
affecting data and mapping function decide different policy

* Under-taint and over-taint problems are challenges of taint
analysis



The End
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